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Gireece, Luxembourg and Portugal were not in a position to provide the answers to the questionnaire
until the MDG meeting because the matter was currently under consultation within the administrations.

France has provided a preliminary answer but it was not possible to include it as had to be verified by
the French ministries that were involved in answering the questionnarie.

The replies will be presented to the MDG at a laier stage.

Subject: Item 5 b on the agenda:
Presentation by the Presidency of answers to questionnaire on retention of traffic
data doc. 11490/1/02 CRIMORG 67 TELECOM 4 REV 1

Question 1: Has your country at present any special legislation concerning traffic data
retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

Country Answer

Austria Under Section 93 of the Law on Telecommunications (TKG), exchange data may
not in principle be stored and must immediately be erased or made anonymous by
the service provider when the call is terminated (paragraph 1). Only to the extent
necessary for subscriber billing should the provider store exchange data until
expiry of the deadline for legally contesting the bill or asserting a claim to
payment (paragraph 2). The term "exchange data" covers active and passive
subscriber numbers, the address of the subscriber, the type of terminal, the charge
code, the total number of units for the billing period, the type, date, time and
duration of the call, the amount of data transmitted and any other payment
information (Section 87(3), point 5 of the TK.(Q).

Belgium By adopting the Computer Crime Act (28 Nov. 2000) [Loi sur la criminalité
informatique], Belgium has settled the principle of compulsory data retention for
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Question 1: Has your country at present any special Jegislation concerning traffic data |

retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

telecommunications service providers in order to make it available, if necessary,
for a criminal investigation. The legislation has entered into force. but will only
have effect after its implementation through a specific regulation to be adopted
by the government.

Denmark The current Danish legislation on retention of traffic data can be found in Act No.
418 of 31 May 2000 on Competitive Conditions and Consumer Interest in the
Telecommunications Market and in Executive Order No. 1169 of 15 December
2000 on the Provision of Telecommunications Networks and
Telecommunications Services.

At present the telecommunications companies and Internet service providers are
under no obligation to log any traffic data. According to section 30 and annex 1
of the Executive Order mentioned above they are allowed to log certain data
which is needed for the purpose of end-user billing or interconnection payments.
The traffic data that can be stores for these purposes are:

1.1iclephone number or identification number of the end-user terminal,

2.address of the end-user and the type of terminal,

3. total number of units to be charged for the accounting period,

4.called number,

3.type, starting time and duration of the calls made and/or the data volume
transmitted,

6.date of the call/service, and

7.other information concerning payments such as advance payment, payments by
instalments, disconnection and reminders.

Such storing and processing shall be permissible only up to the end of the period
during which the bill may Jawfully be challenged or payment may be pursued.
These rules implements ar:ticle 6 of Directive 97/66/EC of the European
Parliament and of the Council of 15 December 1997 concerning the processing of
personal data and the protection of privacy in the telecommunications sector
which will be replaced by a similar article in Directive 2002/58/EC of the
European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications).
By Act No. 378 of 6 June 2002 (The Anti-Terrorism Act of the Ministry of
Justice), the Danish Parliament passed some amendments to inter alia the Danish
Administration of Justice Act in order to improve the investigative possibilities of
the police. A main element of the act is the insertion of a provision into section
786 of the Administration of Justice Act, according to which telecommunications
companies and Internet service providers have to record and store ("log") for one
year the information on tele and Internet communications of relevance to police
invasion of the secrecy of communications etc.

The recording and storage only concern traffic data and not the actual contents of
the communication (content data). Furthermore, only the companies have a duty
to record and store the traffic data in question. The rule does not involve
extended police access to these data

The insertion of the provision in section 786 of the Administration of Justice Act
has not yet come into foree. The detailed (technical) rules on this logging will be
prescribed by the Minister of Justice following negotiations with the Minister of
Science, Technology and Innovation and otherwise following a dialogue with the
industry.
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Question 1:
retention or i

Has your country at present any special legislation concerning traffic data

s data traffic retention covered by existing legislation? If not are you

considering legislation concerning traffic data retention?

Finland

Data traffic retention has been covered at the Finnish Data Protection Law. By
default 2 communications service provider (CSP) must either destroy or alter
retained traffic data in such a way that communicating individuals can't be
identified afterwards. A CSP may retain logs for a maximum period of three
years, should it be necessary for either business (invoicing, marketing) or data
security related tasks. If a CSP is selling services, it must keep the traffic data for
a minjmurm of three months for invoicing purposes. Other than that, there is no
obligation to retain any data traffic.

There is also Act and Decree on the Protection of Privacy and Data Security in
Telecommunications (565/1999) (For the Act, see annex). In addition, the
Coercive measures Act (450/1987) has sections concerning telecommunications
mortitoring as well as the duty of service providers to assist and the duty to pay
compensation to the service provider.

France

Germarny

In Germany traffic data retention is covered by existing legislation. As far as
service providers are concerned, a distinction is made between "teleservice
providers", covered by the law on teleservices (TDG), and "suppliers of
telecommunications services", covered by the law on telecommunications
(TKG). Currently, the parties named in those laws (eg. telecommunications
undertakings, Internet providers) have the right, but are not obliged, to retain
traffic data for a maximum of six months. Pursuant to section 89, paragraph 2, of
the TK(, section 7 of the telecommunications data-protection Regulation
(TDSV) and section 6 of the teleservices data-protection law, traffic data may be
retained only for the purposes of tendering an account or for the submission of a
claim for compensation by the service provider in the event of a suspected failure
to supply services. It may also be retained, pursuant to section 89, paragraph 2, of
the TKG and section 9 of the TDSV, in order to maintain network security.

The Federal Government is to examine whether the current legislation is
adequate or whether a more far-reaching obligation to retain traffic data should
be created. Essentially, the actual and the Jegal realities have to be weighed
against each other. In that equation must be included, on the one

hand, secrecy of telecommunications, the basic right to informational privacy, the
requirement to specify the purpose for which data is being processed, the
principles of proportionality and of avoidance and economy of data, together
with the basic rights of the service provider and the protection of the latter's
irterests, including its economic interests, and on the other hand, the legitimate
interests of the security services. The Federal Government is basing its approach
on guidance from the Federal Constitutional Court, which has laid down
restrictive conditions for the retention of personal data for purposes other than for
the original purpose of processing for official requirements or for the purpose of
concluding a contract.

Greece

Ireland

Directions under the Postal and Telecommunications Services Act 1983 were
madeby the Minister for Public Enterprise in April 2002 which requite licensed
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